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A. Introduction
 Revisions to the Texas Medical Records Privacy statute1 
which take effect on September 1, 2012, expand existing require-
ments for those who have access to medical information pertain-
ing to others.2  House Bill 300 (hereinafter, “HB 300” or “the 
Act”) provides that covered entities, as defined in the statute, 
must comply with expanded responsibilities pertaining to health 
information.3  The Act imposes upon these covered entities ad-
ditional duties beyond those which are dictated by the federal 
Health Insurance Portability and Accountability Act of 1996 
(hereinafter, “HIPAA”).4  Because the state statute affords addi-
tional protections beyond those provided by HIPAA, no federal 
preemption issue should exist.5  
 Penalties for failure to comply are substantial and include 
civil monetary penalties, the potential for loss of professional 
licensing, and even the potential for state law criminal felony 
prosecution.  Entities and individuals within the State who have 
access to medical information of others have significant new re-
sponsibilities.  It appears as though the legislature is serious about 
the protection of state residents’ personal medical information 
and identifying demographics.  

B. The Purpose of the Act?  Protection
 Expressing a concern for the potential for sale or unauthor-
ized disclosure of personal health information, the legislature 
places tight restrictions on the manner in which patient data may 
be shared.   The legislature noted:

“Provisions of recent federal legislation establish incentives 
designed to increase the adoption of electronic health record 
systems among certain health care providers.  The expanded 
use of such systems is likely to lead to the expansion of the 
electronic exchange of protected health information, which 
may require stronger state laws to better ensure the protec-
tion of that information.  [H.B. 300] seeks to increase pri-
vacy and security protections for protected health informa-
tion.” 6  

In light of the concerns, the legislature mandates authorization 
before a provider may transfer patient data.7  H.B. 300 is intend-
ed to provide Texans with significant additional protections be-
yond those provided by the federal HIPAA privacy, rule and Texas 
intends to be among the vanguard in health privacy regulation.8   
 The need for protection is obvious.  One private, national 
study estimates that as many as 96 percent of all 72 health care 
providers which it surveyed indicate that they experienced a data 
breach in 2011, and that lost and stolen security devices and em-
ployee actions account for almost half of the breaches.9 

C. The Statute’s Elements, an Overview
 C.1. What is Covered?  What is PHI?  
 The Act defines an individual’s protected health information, 
for a governmental entity, to include any information that reflects 
that an individual received health care from a covered entity that 
is not public information subject to disclosure by Chapter 552 of 
the Government Code.10  For others, the definition of “protected 
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health information” is engrafted from HIPAA.11 
The Act incorporates the HIPAA provisions in effect as of 

September 1, 2011.12  The Executive Commissioner of the Texas 
Health and Human Safety Commission is to determine whether 
it is in the best interest of the State to adopt any amendments 
made to these federal provisions which might be made at the fed-
eral level after September 1, 2011.13 As defined in HIPAA, in-
dividually identifiable health information includes demographic 
data and health information created or received by a health care 
provider, a health plan, or health care clearinghouse which relates 
to:

1. An individual’s past, present or future physical or men-
tal health or condition;

2. The provision of health care to an individual; 
3. The past, present or future payment for the provision of 

health care to the individual; and 
4. The identity of the individual or with respect to which 

there is a reasonable basis to believe it can be used to 
identify the individual.14  

Health information means any information, whether oral or 
recorded in any form or medium, that:

1. Is created or received by a health care provider, health 
plan, public health authority, employer, life insurer, 
school or university, or health care clearinghouse; and

2. Relates to the past, present, or future physical or mental 
health or condition of an individual; the provision of 
health care to an individual; or the past, present, or 
future payment for the provision of health care to an 
individual.15  

HIPAA defines a health care provider as “a provider of 
medical or health services and any other person or organization 
who furnishes, bills, or is paid for health care in the normal course 
of business.”16  Protected health information, in turn, is defined 
as individually identifiable health information that is:

1. Transmitted by electronic media;
2. Maintained in electronic media; or
3. Transmitted or maintained in any other form or medium.17  

Excluded from this definition of protected health 
information is information within certain educational records 
and in employment records.18  

Because the Act incorporates the provisions of HIPAA, a 
more thorough discussion of HIPAA is required for this article.  
This article will not directly address, however, provisions of 
related federal laws commonly referred to as HITECH, the 
american Recovery and Reinvestment Act of 2009 (AARA), 
Pub. L. No, 115-5, 123 Stat. 115, Health Information 
Technology for Economic and Clinical Health (HITECH 
Act), Sect. 13000, et seq.  (Feb. 17, 2009).  Detailed analysis 
of the HITECH provisions and the Act are beyond the scope 
of this overview article.  For a discussion of HITECH and the 
Texas Privacy Laws, see, Patricia Gray, Implementing Privacy and 
Security Standards in Electronic Health Information Exchange, 
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 C.2. Who is covered?  Who is a covered entity?  
 Section 181 in the Medical Records Privacy statute, will con-
tinue to define a “covered entity” to be any person who:

1. For commercial, financial, or professional gain, mon-
etary fees, or dues, or on a cooperative, nonprofit, or 
pro bono basis, engages, in whole or in part, and with 
real or constructive knowledge, in the practice of assem-
bling, collecting, analyzing, using, evaluating, storing, 
or transmitting protected health information;

2. Comes into possession of protected health information;
3. Obtains or stores protected health information under 

the federal statute and regulations;  or
4. Is an employee, agent, or contractor of one of these per-

sons who creates, receives, obtains, maintains, uses, or 
transmits protected health information.19

This includes a business associate, health care payer, governmental 
unit, information or computer management entity, school, health 
researcher, health care facility, clinic, health care provider, or per-
son who maintains an Internet site.20  The Texas Medical Records 
Privacy statute, then, regulates anyone who comes into possession 
of personal health information (“PHI”) or is an employee, agent, 
or contractor who creates, receives, obtains, maintains, uses, or 
transmits PHI.  There are exemptions in the state act for: 

1. Workers compensations plans and self-insured workers 
compensation plans; 

2. Employee benefits plans; 
3. Educational records covered by the Family Educational 

Rights and Privacy Act;21 
4. Non-profits who pay for indigent medical care but have 

no medical primary purpose;
5. Processors of payment transactions in financial institu-

tions;  and
6. Handlers of criminal offenders with mental impair-

ments.22  

After the effective date of HB 300, also excluded from coverage of 
the Act will be those involved with crime victim compensation.23   

 C.3. What activities are restricted?  Disclosure, sale.  
  C.3.1. Disclosure
 It is important to note one key provision of the Act.  The 
Texas statute contains one profoundly impactful, although seem-
ingly innocuous, provision.  The state statute defines the word 
“disclose” to mean any action to “release, transfer, provide access 
to, or otherwise divulge information outside the entity holding 
the information.”24   It is critical to fully absorb the impact of 
this definition.  Anyone who transfers information, divulges in-
formation, or provides access to information must be aware of the 
implications for doing so without an authorization.   Taken in 
its literal meaning, the definition of disclosure is so broad that it 
would encompass almost any activity whereby health information 
or demographics of others is involved. Any information about 
an individual’s condition, care, payment, or identity is protected 
from being divulged or being accessed, no matter the form in 
which it might be maintained.  Any covered entity, including as-
sociates of a covered entity, is affected by the statute in some man-
ner. Exceptions are limited and the breadth of the statute’s reach 
is staggering.  

  C.3.2. Sale of information
 Of even greater significance is the Act’s strict ban on the sale 

of protected health information.  A covered entity may not dis-
close an individual’s protected health information to any other 
person in exchange for direct or indirect remuneration.25  Excep-
tions only allow disclosure to another covered entity under the 
statute or a covered entity under the Insurance Code for treat-
ment, payment, health care operations, and insurance or certain 
HMO functions or as otherwise authorized or required by law. 26  
Further, any charges for the disclosure for treatment, payment, 
health care operations, or to perform an insurance function can-
not exceed the covered entity’s reasonable costs in preparing and 
transmitting the PHI.27  
 Because the Act restricts disclosure of health information for 
even indirect remuneration, more than an outright ban on the sale 
of information is restricted.  The Act restricts any transfer which 
results in even indirect financial gain which is not associated with 
treatment, payment, operations, insurance, or for compliance au-
thorized by law or required by law.28  The outright ban on disclo-
sure for even indirect remuneration does not have any mechanism 
for allowing for disclosure, not even after notice and consent or 
authorization. Rather, the disclosure for remuneration is flatly 
banned.   Because the Act would ban even indirect remuneration, 
it is possible that the Act would implicate, for example, social me-
dia interactions or advertising in the form of patient testimonials 
even if these are the result of patient consent or even the result of 
patient initiated activity.    

The ability to engage in activities which might result in indi-
rect remuneration with the consent or authorization of the owner 
of the information and to do so because those actions are pro-
tected constitutionally as, for example, free speech or commercial 
speech, is beyond the scope of this overview article.  For discus-
sion of such principles, see, e.g., Sorrell v. IMS Health, Inc.,  __ 
U.S. __,  131 S.Ct. 2653 (2011).  In Sorell, the United States Su-
preme Court determined that restrictions on the sale, disclosure, 
and use of pharmacy records as attempted by implementation of 
Vermont’s Prescription Confidentiality Law, Vt. Stat. Ann., 
Tit. 18, 4631(d), was unconstitutional because the statute, which 
imposed content-based and speaker-based burdens on protected 
expression, banned sales of the information to only some potential 
users.   

D.  What additional duties are imposed?  Consumer Access, 
Notice,  Training  

D.1. Patient access to records
The Act provides that if a health care provider is using an 

electronic health care records system that is capable of fulfilling 
the request, the health care provider, no later than 15 business 
days following the written request for an electronic health care 
record, must provide the information electronically unless the 
person making the request agrees to accept the record in another 
form.29   An exception is available for records exempt pursuant to 
45 C.F.R. § 164.524 for specific types of  records such as certain 
psychotherapy notes, information compiled for use in certain legal 
proceedings, and certain select laboratory records. 30    

The Executive Commissioner of Texas Health and Human 
Services, in consultation with the Department of State Health 
Services, the Texas Medical Board, and the Texas Department of 
Insurance may recommend a standard electronic format, but any 
format recommended must be consistent with federal law regard-
ing the release of medical records.31  As of this writing, the Ex-
ecutive Commissioner’s Office had not yet made a determination 
concerning the undertaking of this unenviable task.32  There can 
be no doubt that the choice of the word “may” in the statute was 
an intentional one.
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 D.2. Notice and authorization requirements
 Any covered entity that create and receive personal health 
information must provide notice to individuals if their personal 
health information is subject to electronic disclosure.33  The duty 
to provide notice is, however, only a general one and the notice 
can be provided by:

1. Posting written notice in place of business; or
2. Posting notice on web site; or
3. Posting notice in place where individuals whose PHI 

is subject to electronic disclosure are likely to see the 
notice.34  

According to Texas Health Services Authority General Counsel 
Jocelyn Dabeau, this notice must be conspicuous and under-
standable.35  
 Of greatest significance, perhaps, to medical practitioners, is 
the requirement that a covered entity may not electronically dis-
close an individual’s protected heath information to any person 
without a separate authorization from the individual, or the in-
dividual’s legally authorized representative, for each disclosure.36  
The authorization for electronic disclosure is not required, how-
ever, if the disclosure is made to another covered entity under the 
Act or to any covered entity as defined by Section 602.001 of the 
Insurance Code solely for purposes of treatment, payment, health 
care operations, if performing health maintenance organization 
functions as defined by the Insurance Code, or if otherwise au-
thorized or required by state or federal law.37  The authorization 
for this disclosure may be made in written form, in electronic 
form, or in oral form if the request is documented in writing 
by the covered entity.38  The State Attorney General will adopt 
a standard form for use with obtaining authorizations and the 
form will also comply with the Health Insurance Portability and 
Accountability Act and Privacy Standards, if possible.39  As of this 
writing, the State Attorney General did not yet have an antici-
pated release date but noted that Section 22 of the Act provides 
for a date of January 1, 2013.40   

This author assumes that for any such oral authorization 
to be valid, it would require contemporaneous documentation 
of the request at the time it was made.  As a practical matter, 
given the audit functions provided in the Act,41 it would be a best 
practice to maintain a separate chart for all such patient HIPAA 
and state privacy law interactions, if possible.  In addition, when 
orally accepting a request for disclosure or accepting a written 
request in person or electronically, it would be a best practice to 
again provide general notice about the electronic disclosures.

D.3. Training required
 Covered entities must provide a training program on state 

and federal law pertaining to protected health information as it 
relates to the covered entity’s particular course of business. Each 
employee must be trained, but only trained so as to function 
within their scope of employment.42  This training must be com-
pleted within 60 days of employment and at least once every 2 
years.43  The covered entity shall require employees who attend 
training to sign an electronic or written statement verifying at-
tendance at the training program, and the covered entity is to 
maintain the signed statement.

Unfortunately, the Act does not indicate that any govern-
mental or educational entity will provide input into the content 
of any training programs or provide certification for those who 
will provide the training. However, as of September 15, 2011, no 
state agency was contemplating oversight of training programs.44  
The State Attorney General’s Office is planning no such func-
tion.45  

 The Act does not provide a deadline for a covered entity to 

provide training for those employees who are already employed 
as of the effective date of the Act.  However, given the mitigation 
available as to the potentially onerous penalties for non-compliance 
(see, herein, Section E, infra), a covered entity would be engaged in 
best practices if all employees were provided, at a minimum, train-
ing applicable to their job function as soon as practicable.   
 It can be logically assumed that less substantive training 
would be required for someone who merely filed a patient’s paper 
chart onto the proper place on a shelf than would be required for 
someone who was responsible for the electronic transmission of 
records or someone who was responsible for the covered entity’s 
privacy policies or administration.46   However, anyone who has 
access to patient records or gains access to patient information 
is capable of disclosure or breach.47  In the event that any result-
ing civil penalty could be mitigated by the existence of a train-
ing program (see 
discussion, infra), 
providing training 
to employees and 
requiring that ven-
dors and business 
associates, and, 
particularly, those 
providing infor-
mation technology 
services, also demonstrate compliance with training requirements 
would be very beneficial.  In the event one finds himself or herself 
with a need, in the future, to argue for mitigation of any civil 
penalties to be imposed, the existence of evidence of uniform, sub-
stantive training will be helpful.  In the event training is under-
taken from within an organization, best practices would involve 
retaining records of the training content as well as those who were 
trained.

E. What are the penalties for non-compliance?  Audits, mone-
tary fines, felony criminal charges,  loss of professional licenses
 E.1. Audits
 The Texas Health and Human Services Commission, in con-
nection with the State Attorney General, the Texas Health Services 
Authority, and the Texas Department of Insurance, may request 
that the United States Secretary of Health and Human Services 
conduct an audit of a covered entity as to the compliance of the 
covered entity with HIPAA.48  The Commission is also charged 
with periodic monitoring and review of the results of audits of 
covered entities from within the state which are conducted by the 
United States Secretary of Health and Human Services.49  It is 
unclear what authority the federal auditors would have to monitor 
for state law violations or whether federal auditors would even be 
aware of state law violations, given that the state law requirements 
are more extensive than the federal.  According to the U.S. De-
partment of Health & Human Services, a pilot program of federal 
audits was scheduled to begin in November 2011, and the pilot is 
to be completed in December 2012.50  
 If the Texas Health and Human Services Commission be-
comes aware of egregious violations which demonstrate a pattern 
and practice, the Commission may require a covered entity to sub-
mit to the Commission any federal risk analysis which the covered 
entity prepares in order to comply with HIPAA.51  In addition, if 
the covered entity is licensed by a state agency, the Commission 
may request the licensing agency to conduct an audit of the cov-
ered entity’s system to determine compliance with the Act. 52 

A significant number of potentially overlapping regulatory 
schemes and enforcement authorities could be implicated by this 
requirement in the Act.53  The Act does not require training for 
any state or federal agency enforcement personnel.

Anyone who has access 
to patient records or 
gains access to patient 
information is capable of 
disclosure or breach.
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E.2. Civil Penalties for Non-compliance
 In addition to the injunctive relief already available pursuant 
to the current Health and Safety Code Section 181.201(a), the 
State Attorney General may, after the effective date of the Act, 
institute an action for civil penalties for violations of the Act not 
to exceed:

1. $5,000 per violation per year if negligent; 
2. $25,000 per violation per year if knowing or inten-

tional, regardless of the length of time of the violation 
within the year; or

3. $250,000 for each violation if knowing or intentional 
and for financial gain.54

In the event an adjudicator finds that the violations have occurred 
with a frequency so as to constitute a pattern or practice, the total 
amount of any civil monetary penalty which the court may assess 
is not to exceed $1.5 million annually.55  

A discussion of applicable definitions for the terms “neg-
ligence” or “knowing and intentional” is beyond the scope of 
this overview article. Language contained within the regulations 
applicable to the Social Security Act seem helpful in describing 
levels of culpability in civil administrative functions.56  Penalties 
may be limited or mitigated, in the event the disclosure was made 
only to another covered entity for purposes of treatment, pay-
ment, health care operations, or performing functions of a health 
maintenance organization; if the information disclosed was en-
crypted or transmitted using encryption technology; or, if at the 
time of the disclosure, the covered entity had maintained proper 
procedures including implementation of security procedures and 
training.57  Factors are also provided by the Act for determining 
the appropriate financial penalty and include:

1. The seriousness of the violation;
2. The entity’s compliance history;
3. Whether the violation poses a significant risk of finan-

cial, reputational or other harm to the individual whose 
protected health information was involved in the viola-
tion;

4. Whether the covered entity was working with or as a 
certified entity, that is, certified to be in compliance 
with privacy and security standards being developed 
by the Texas Health Services Authority as per Section 
182.108 of the Health and Safety Code for the elec-
tronic sharing of protected health information;

5.   The amount necessary to deter future violations; and 
6.   The covered entity’s efforts to correct the violation.58   

It is this author’s contention that one should not have to es-
tablish harm to the victim in such instances.  To determine the 
financial penalty, adjudicators will consider, in the event of disclo-
sure, both monetary and non-monetary losses.59    

Non-monetary losses include humiliation, embarrassment, 
mental anguish, fear of social ostracism, and other severe emotional 
distress.60  Non-monetary victim losses also include the increased 
risk that personal health facts will continue to be disclosed, the 
increased risk of identity theft, and the increased risk of medical 
identify theft.61  Patients themselves express the concern that their 
data will be misused for commercial gain, that disclosure will result 
in embarrassment, that disclosure will compromise their personal 
safety, that their data will be used in a discriminatory fashion im-
pacting their lives and care, that there will be no opportunity to 
correct any false information circulated, and that there will be loss 
of their data or loss of access to their data.62  

Losses to a health care provider in the event of an unauthor-
ized disclosure are also significant and include the costs associated 
with the potential loss of the economic value of a patient who no 

longer associates with an organization following a breach.63  At 
least one study identifies the lifetime economic value, on average, 
of one patient or customer to fall within a range from $10,000 to 
over $1,000,000.64

 In addition to civil penalties, a covered entity which is li-
censed by a state agency is subject to investigation and disciplinary 
proceedings, including probation or suspension by the licensing 
agency.65  A license may be revoked if the violations are egregious 
and constitute a pattern and practice.  The attorney general of 
the state may institute an action for violation of the Act against 
a covered entity that is licensed by a licensing agency of this state 
for a civil financial penalty only if the licensing agency refers the 
violation to the attorney general.66  

F.  What other resources will be available?  Websites, Standards
 F.1. Websites
 The Texas Attorney General is to develop and provide a con-
sumer information website which will include information on 
the manner in which to make a complaint.67  As of this writing, 
the State Attorney General did not yet have an anticipated release 
date, but noted that Section 22 of the Act provides for a date of 
May 1, 2013.68  The author notes that the Act becomes effective 
September 1, 2012. Certain materials are directed, by statute, to 
be included on the website.69  The Texas Attorney General is also 
charged with monitoring consumer complaints and with report-
ing on the complaints after de-identifying the protected health 
information.70    

 F.2. Standards
 The Texas Health Services Authority is tasked with rulemak-
ing for the certification of entities undertaking the electronic ex-
change of protected health information.71  The Texas Health Ser-
vices Authority is to establish standards for the secure electronic 
exchange of protected health information.72  The Authority must 
develop, and submit to the Health and Human Services Com-
mission for ratification, the privacy and security standards for 
electronic sharing.  The Authority is also tasked with developing 
voluntary operations and technical standards for health informa-
tion exchanges in Texas.73  Concern has been expressed by some 
concerning the consent options which will be required in health 
information exchanges when the Act’s requirement is for authori-
zation for the release of information.74    

G. What  Other State Statutes Are Amended or Affected?  
Breach notification laws, the Insurance Code
 G.1. Breach notification 
 In HB 300, the legislature also expanded the state’s breach no-
tification requirements already existing in the Business and Com-
merce Code at Sections 521.053 and 521.151.75   The expanded 
notification will require notice not only to state residents in the 
event of a breach, as previously required, but to all affected indi-
viduals.76  Because notice is to be given to all individuals and not 
only state citizens, the reach of the statute in its regulation of any 
covered entity within the state will undoubtedly have nationwide 
or even global impact. The Dallas Regional Chamber of Com-
merce estimates the health care industry contributes $52 billion 
dollars annually to the Dallas–Fort Worth area alone, supporting 
an estimated 601,000 regional jobs and driving up to 15 percent 
of the area economy.77  In addition to time and productivity losses 
in the event of a breach, the economic impacts identified in one 
study estimated costs for data breach incidents to hospitals being 
surveyed to be in a range from $10,000 to over $10,000,000 per 
entity in a two year period.78

Texas’ Business Code already includes notice requirements for 
breaches of information pertaining to “personal identifying infor-
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mation,” identified in the Business Code breach notification pro-
visions to include biometric data, the physical or mental health 
or condition of an individual, the provision of health care to an 
individual, or the payment for the provision of health care to the 
individual.79  HB 300 added to the breach notification penalty 
provisions of Business and Commerce Code Section 521.151 the 
ability to recover additional civil penalties of up to $100 per day, 
per individual affected, for an unreasonable delay in notification 
or failed notification of a breach of data.80  Although the breach 
statute does not incorporate the Act’s definition of PHI, the defi-
nition employed in the Business Code breach statute is broad 
enough to include PHI.81 Including enhanced fines for the failure 
to notify in the event of a breach within the Act, without revising 
the Business Code to include a revised definition of PHI, demon-
strates the legislature’s intent that the two statutes are to work in 
an interrelated fashion.
 Offenses for the use of a scanning device or re-encoder to 
access, read, scan, store, or transfer information encoded on the 
magnetic strip of a payment card without the consent of an au-
thorized user of the payment card and with intent to harm or de-
fraud another were previously codified as a Class B misdemeanor 
under the Business & Commerce Code.82  Now, however, if such 
an offense also involves protected health information, as defined 
by HIPAA, the offense is defined as a felony.83  If an element of 
the crime was committed prior to September 1, 2012, the offense 
was committed prior to the effective date of the act.84  It is worth 
noting again that payment processors at financial institutions are 
not covered entities, however.85  

 G.2. The Insurance Code
 The State Insurance Code, Chapter 602, was amended by 
HB 300 to require those covered by Chapter 602 of the Insurance 
Code to comply with Chapter 181, the Medical Records Privacy 
statutory provisions.86  Consequently, the Act now also pertains 
to insurance companies which are exempt from HIPAA,87 includ-
ing:

1. County mutual insurance companies;
2. Farm mutual insurance companies;
3. Fraternal benefit societies;
4. Group hospital service corporations;
5. Lloyd’s plans;
6. Local mutual aid associations;

7. Mutual insurance companies;
8. Reciprocal or interinsurance exchanges;
9. Statewide mutual assessment companies;
10. Stipulated premium companies;
11. Health maintenance organizations; and
12. Insurance agents.88 

 These individuals and organizations must comply with Act’s 
provisions when it becomes effective on September 1, 2012.  The 
distinctions in the Insurance Code between “health information” 
and “nonpublic health information,” defined by Section 602.001 
of the Insurance Code, is beyond the scope of this overview article.   
Section 602.002 of the Insurance Code provides that this chapter 
of the insurance code does not apply to a covered entity that is 
required to comply with the standards governing the privacy of 
individually identifiable health information adopted by the Unit-
ed States Secretary of Health and Human Services under Section 
262(a), Health Insurance Portability and Accountability 
Act of 1996 (42 U.S.C. § 1320d,  et seq.).  Section 602.003 
of the Insurance Code indicates the chapter does not preempt 
or supersede state law in effect on July 1, 2002 that relates to 
the privacy of medical records, health information, or insurance 
information.  Section 602.053 of the Insurance Code provides 
exceptions which allow a covered entity to disclose nonpublic per-
sonal health information to the extent that the disclosure is nec-
essary to perform the specified insurance or health maintenance 
organization functions, as identified in that provision, on behalf 
of the covered entity.   The definition of “health information” in 
the Insurance Code does not include age and gender.89  

H.  Do other privacy laws exist as well?  Yes.
 Other state statutes and common law principles are not im-
plicated by the Act and are not subsumed by the Act’s provisions, 
including the existing body of legal and ethical principles per-
taining to patient privileges.90 There are a myriad of additional 
privacy statutes and regulations which will not be subsumed 
within the Act.91 There are other state statutes which contain 
restrictions on the disclosure of records currently applicable to a 
variety of health care facilities such as nursing facilities, rehabili-
tation facilities, surgery centers, and emergency rooms.  Mental 
health professionals also have their own patient privilege laws 
and ethical codes, particularly as to psychotherapy notes from a 
patient which the professional feels that it would not be in the 

patient’s best interest to disclose.  HIV 
and AIDS records and records pertain-
ing to other communicable diseases 
are also subject to their own distinct 
disclosure provisions.  Genetic infor-
mation is separately regulated, as are 
substance abuse records, certain health 
study records, occupational condi-
tion reporting, and records pertain-
ing to minors, inmate records,  and 
school records.  Biometric identifiers, 
Medicaid, State Children’s Health In-
surance Program Beneficiaries, other 
government records containing health 
information, and peer review commit-
tee investigation records are all given 
separate treatment in Texas law as well.  
Some of these laws, unlike the Act, 
provide individuals with a cause of ac-
tion for unauthorized disclosure.92  
 It is clear that attorney client 
privileges would apply as to disclosures 
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between an attorney and the attorney’s own client.  It seems far 
less clear that attorneys would not be considered a covered en-
tity when handling the protected health information of others 
in other instances.  The legislature clearly carved such exceptions 
where it thought them to applicable and the legal profession was 
not provided with an exception.93   

I.  Conclusion
 The Texas Medical Records Privacy statute is indeed aggres-
sive in its reach.  Its penalty provisions, if and when enforced, 
will almost certainly be a solid deterrent to all except the most 
unscrupulous and most careless.  It is unfortunate that the bur-
dens of compliance could further exacerbate the already burden-
some administrative overlay existing for those in the state who 
provide health care and related services.  Given the enormity of 
the need for the protection of health information and patient 
demographics, however, state governments can do no less than 
take an aggressive approach to supplement federal law pertaining 
to medical privacy.  The provisions of House Bill 300 could create 
enormous exposure to covered entities as well as licensed indi-
viduals and groups.   It should follow, then, that associations and 
individuals will be highly motivated to comply with the Act and 
to protect personal health information.  The legislature was clear-
ly serious, and the citizens of the state now await to see whether 
enforcement will bare out legislative intent. 

* Ms. Yeager is a licensed attorney and Certified Information Privacy 
Professional.  She prepared this article while practicing law in Texas.  
Ms. Yeager is now an Assistant Attorney General for the Office of the 
Attorney General of Missouri.  Ms. Yeager is also the founder of Ame-
nable Though, LLC, an organization committed to education and 
the arts.   She can be reached at b.joyce.yeager@gmail.com.  This 
article was originally published in the International Association of 
Privacy Professionals’ monthly member newsletter, The Privacy Advi-
sor, and is reprinted here with permission.
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