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irtual currencies are growing in popularity and ex-
panding in number.1 People can use them to buy 
everything from a sandwich at Subway to a trip to 
space with Virgin Galactic.  Some attorneys even 
accept virtual currencies as payment for legal ser-
vices.

The rise of virtual currencies, like many in-
novations, poses legal questions.  Most existing laws do not con-
template the existence of virtual currencies.  Can existing U.S. 
criminal law, tax law, banking law, securities law, and consumer 
protection law nevertheless be applied to virtual currencies?  This 
article provides an update on federal regulators’ recent attempts to 
tackle these questions.  Because virtual currencies are new, the law 
is still developing.  There are unanswered questions and the cur-
rent answers are subject to change.  Nevertheless, we must start 
somewhere. 

I.   What Are Virtual Currencies and How Do They Work?
First, some background on virtual currencies is helpful.  A 

virtual currency is “a medium of exchange that operates like a cur-
rency in some environments, but does not have all the attributes 
of real currency.  In particular, virtual currency does not have le-
gal tender status in any jurisdiction.”2 The first virtual currencies 
were created as part of massive multiplayer online games.  In these 
games, participants “earn” virtual currency by performing tasks 
within the game (for example, killing monsters or selling virtual 
land).  Although the game rules often provide that the virtual 
currency has no value outside the game, players sometimes ignore 
this instruction and exchange it for dollars or goods and services 
outside the game.3

Next came cryptocurrencies operating outside of online 
gaming.  Of the cryptocurrencies, Bitcoin is the pioneer and 
most prominent example.  In 2008, “Satoshi Nakamoto” posted a 
white paper online entitled Bitcoin: A Peer-to-Peer Electronic Cash 
System.4  The paper explained how Bitcoin works and within a few 
months, the payment system was up and running.  Since then, 
many cryptocurrencies have been born, and each is trying to at-
tract a sustainable group of users.5  So far though, Bitcoin (with a 
market capitalization of more than $5 billion) is the undisputed 
market leader.6

So how does Bitcoin work?  A webpage maintained by Bit-
coin’s core developers describes it this way: “From a user perspec-
tive, Bitcoin is nothing more than a mobile app or computer pro-
gram that provides a personal Bitcoin wallet and allows a user to 
send and receive bitcoins with them.”7  Unlike other payment 
systems that typically involved at least one financial institution, 
virtual currencies are often described as “peer-to-peer”—that is, 
they allow direct payments from one person to another without 
any middle-men taking their cuts.  Instead of trusted middle-
men, Bitcoin uses an encrypted network to verify and process 
each transaction.  As Bitcoin’s core developers explain:

Behind the scenes, the Bitcoin network is sharing a 
public ledger called the “block chain”. This ledger con-
tains every transaction ever processed, allowing a user’s 
computer to verify the validity of each transaction. The 
authenticity of each transaction is protected by digital 
signatures corresponding to the sending addresses, al-
lowing all users to have full control over sending bit-
coins from their own Bitcoin addresses. In addition, 
anyone can process transactions using the computing 
power of specialized hardware and earn a reward in bit-
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coins for this service. This is often called “mining”.8 

In sum, Bitcoin is a system that allows users to transfer money 
directly to other users.  While traditional payment systems rely 
on banks or other financial intermediaries to process transactions 
and prevent double spending, Bitcoin instead depends on au-
thentication by a network of unaffiliated “miners.”  

People sometimes describe Bitcoin as an anonymous pay-
ment system, but it is more accurately described as a pseudon-
ymous payment system.  As just explained, all transactions are 
recorded on the public block chain.9  If a user makes her Bit-
coin address public or repeatedly uses the same address, it can be 
relatively easy to discover a user’s transactions.  Newer cryptocur-
rencies may promise greater anonymity,10 but in a world where 
the National Security Agency (NSA) conducts widespread online 
surveillance, it is questionable whether any online transactions are 
beyond government discovery.11

Miners aren’t the only third parties that facilitate Bitcoin 
transactions.  Virtual currencies would have limited utility if us-
ers were unable to trade bitcoins for other currencies.  Many users 
want to purchase bitcoins with U.S. dollars, or convert bitcoins 
into Japanese yen.  The aptly named Bitcoin exchanges match 
buyers and sellers.12 

With this basic understanding of virtual currencies we turn 
to the legal issues raised by virtual currencies.

II.	  Criminal Law
Perhaps the first legal question to be answered is whether 

virtual currencies are legal at all.  Some commentators wondered 
whether virtual currencies run afoul of counterfeiting laws.13  In 
2009, federal prosecutors indicted Bernard von NotHaus for creat-
ing “Liberty Dollars.”  The press releases announcing the von Not- 
Haus indictment and subsequent conviction seemed hostile to all 
alternative currencies that might “compete” with the U.S. dollar,14 
leading to speculation that virtual currencies were also illegal coun-
terfeits.  But the Liberty Dollars case is not directly analogous to 
virtual currencies for two reasons.  First, Liberty Dollars were not 
virtual; they consisted of actual coins and paper notes.15  Second, 
there was evidence that 
von NotHous attempted 
to pass off Liberty Dollars 
as U.S. dollars.16  It seems 
unlikely that virtual cur-
rencies would be similarly 
confused with official U.S. 
currency.  At any rate, pros-
ecutors brought no coun-
terfeit actions against virtual currency users, and in November 
2013 the Department of Justice (DOJ) acknowledged that “many 
virtual currency systems offer legitimate financial services and have 
the potential to promote more efficient global commerce.”17  Thus, 
it seems the DOJ does not believe counterfeiting laws completely 
preclude virtual currencies.

Instead, law enforcement officials have turned their atten-
tion to virtual currencies’ facilitation of other crimes.  In 2012, 
a Federal Bureau of Investigation (FBI) report noted that the 
pseudonymous nature of Bitcoin could attract criminals seek-
ing to launder money from criminal enterprises or direct clean 
money to illicit enterprises (for example, purchasing illegal drugs 
or financing terrorism).18  The FBI noted that its ability to track 
such payments depended in part on Bitcoin users’ efforts to keep 
transactions confidential.19  

Perhaps the first 
legal question to be 
answered is wheth-
er virtual currencies 
are legal at all.
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But even when Bitcoin users are sneaky, law enforcement 
officials have tools to track down criminals.  Federal authorities 
regulate Bitcoin exchanges (businesses that exchange bitcoins 
for non-virtual currencies) as “money services businesses” un-
der the Bank Secrecy Act.20  Under the Act and its implement-
ing regulations, money services businesses like check cashers, 
money transmitters, and currency exchanges, must register 
with the Department of the Treasury.21  Failure to register can 
result in civil22 and criminal23 penalties.  Once registered, mon-
ey services businesses must maintain anti-money laundering 
programs.24  They also have specific reporting and recordkeep-
ing requirements that are designed to help law enforcement 
officials detect criminal activity and determine the identity of 
the criminals.25

Because the Bank Secrecy Act and its regulations do not 
mention virtual currencies, there was confusion about whether 
virtual currency activities fell under their purview.  The Finan-
cial Crimes Enforcement Network (FinCEN) issued guidance 
explaining that “[a] user of virtual currency is not [a money 
services business] . . .  and therefore is not subject to . . . reg-
istration, reporting, and recordkeeping regulations.”26  Those 
who simply buy and sell goods or services with virtual currency 
do not have specific Bank Secrecy Act responsibilities.  On the 
other hand, “exchangers” are considered money services busi-
nesses.  “An exchanger is a person engaged as a business in the 
exchange of virtual currency for real currency, funds, or other 
virtual currency.”27  The key factor as to whether a person or 
entity is a “user” or an “exchanger” is whether that party is 
engaging in virtual currency transactions for its own account 
or whether it is engaging in trades on behalf of counterparties, 
creditors, or other third-parties.  Those who trade on their own 
behalf or for their own account are “users.”  For example, those 
who mine Bitcoin or other virtual currency and then exchange 
it or spend it for their own benefit are likewise “users” and not 
obligated under the Bank Secrecy Act.  But if exchange services 
are provided to others, the person or entity is an “exchanger” 
and is subject to the registration, reporting, and recordkeeping 
requirement.28   

If there was any doubt about whether federal law enforce-
ment officials would use the Bank Secrecy Act against virtual 
currency exchangers, it ended with the arrest and conviction of 
prominent Bitcoin entrepreneur Charlie Shrem. 29  At the time 
of his arrest, Shrem was the Vice President of the Bitcoin Foun-
dation and founder of BitInstant, a New York-based Bitcoin 
exchange.30  Shrem was accused of using BitInstant to funnel 
more than a million dollars in bitcoins to those purchasing il-
legal drugs in the online market known as Silk Road.  Shrem 
and a co-defendant were indicted for operating an unlicensed 
money transmitting business, conspiracy to launder money, 
and willful failure to file a suspicious activity report.31  Ulti-
mately, Shrem pled guilty to operating an unlicensed money 
transmission business.32  Shrem’s prosecution put exchanges on 
notice that they may end up in trouble for facilitating pay-
ments to or from illicit enterprises.

Of course, Bank Secrecy Act prosecutions are unlikely to 
stamp out all virtual money laundering and other crimes.  Just as 
money laundering persists in the non-virtual world, some online 
laundering and criminal activity is likely to escape detection.33  
Indeed, Bitcoin’s peer-to-peer design may be uniquely suited to 
avoid anti-money laundering measures that have “focused upon 
the use of key professions as de facto policemen, guarding entry 
points into the financial system and limiting the ability of crimi-
nals to transfer value without scrutiny.”34  As law enforcement 
gains experience in dealing with virtual currencies and as curren-
cies evolve, legal changes in this area seem likely.  	

III.  Tax Law
Criminal is not the only law with widespread implications 

for virtual currencies.  As Supreme Court Chief Justice John 
Marshall famously noted in McCulloch v. Maryland, “the power 
to tax involves the power to destroy.”35  If virtual currency users 
thought they would avoid the scrutiny of U.S. taxing authorities, 
they underestimated Uncle Sam’s interest in boosting government 
revenues.  For the Internal Revenue Service (IRS) the threshold 
question was not whether to tax virtual currencies, but how.  Are 
virtual currencies “property” or are they a foreign “currency”?

The IRS issued a notice just this year concluding that “[f ]or 
federal tax purposes virtual currency is treated as property.”36  It 
further stated that “[g]eneral tax principles applicable to property 
transactions apply to transactions using virtual currency.”37

Figuring out taxable income from bitcoin appreciation is not 
conceptually difficult.  Suppose you bought 250 bitcoins for $.05 
each.  Your basis in 
the bitcoins would be 
$12.50.  Now assume 
that bitcoins appre-
ciated substantially, 
so that one bitcoin 
is now worth $1000.  
Feeling happy, you 
buy a Lamborghini 
with your 250 bit-
coins.  Your gain 
would be the value 
of the bitcoins at the 
time you purchased the Lamborghini ($250,000) minus the basis 
($12.50):  $249,9897.50.38

But even if every transaction is conceptually simple, it is pos-
sible that tax issues could quickly become a nightmare for virtual 
currency users.  Suppose instead of spending your bitcoins on a 
Lamborghini, you use them more like a regular currency.  Several 
times a day you buy relatively inexpensive items, like your morn-
ing coffee.  Every transaction requires the same analysis.  Transact-
ing life in bitcoins requires better recordkeeping that most people 
maintain for their checking accounts.  

And there are still a number of questions.  For example, when 
you spend bitcoins from your wallet which ones are you spend-
ing?  If you acquired bitcoins at different times, some bitcoins 
might have a different basis.  Thus, spending them might result 
in different amounts of gain (or loss).  Can you pick which ones 
you are spending first or instead apply some standard accounting 
rule?39  What about international transactions?40  Where are they 
taxed?41  

The bottom line is that there is not currently an easy mecha-
nism for assessing and collecting taxes on virtual currencies.  As 
payment systems evolve so may tax laws.

IV.	  Banking Law
Because traditional payment systems often involve banks act-

ing as intermediaries, traditional payments systems are regulated 
by banking law.  So where do banks, the traditional payment 
systems facilitators, fit into the virtual currency legal framework?  
According to Federal Reserve Chair Janet Yellen, Bitcoin is “a pay-
ment innovation that is taking place entirely outside the bank-
ing industry.”42  “To the best” of Yellen’s “knowledge, there is no 
intersection at all” between Bitcoin and banks that are regulated 
by the Federal Reserve.43  Thus, Yellen concludes that “[t]he Fed-
eral Reserve simply does not have authority to supervise or regu-
late Bitcoin in any way.”44  Among other things, this means that 
consumer bitcoin accounts are not protected by federal deposit 
insurance. 

If virtual currency us-
ers thought they would 
avoid the scrutiny of 
U.S. taxing authorities, 
they underestimated 
Uncle Sam’s interest in 
boosting government 
revenues. 
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But if Bitcoin and other virtual curren-
cies gain significant traction, it seems unlikely 
that banks will be content to stand on the 
sidelines.45  If banks want to embrace virtual 
currencies, can they?  

At present, banks are reluctant to even 
provide bank accounts denominated entirely 
in U.S. dollars to virtual currency exchang-
ers.46  In 2011, the Federal Deposit Insurance 
Corporation (FDIC) issued a report warning 
banks about the risks associated with third-
party payment processor relationships.  The 
report contained a list of “merchant catego-
ries that have been associated with high-risk 
activities,” including payday loans, money 
transfer networks, on-line gambling, and 
pornography.47  The FDIC warned banks to 
conduct extra due diligence and implement 
“a program of ongoing monitoring for suspi-
cious activity” when dealing with these mer-
chants.48  Responding to this guidance, banks 
were reluctant to offer account services to 
Bitcoin-related businesses.49

After the FDIC’s high risk list attracted 
complaints that it unfairly targeted lawful businesses, the FDIC 
eliminated the list.50  However, the FDIC reiterated that banks 
must “properly manage customer relationships.”51  “Financial 
institutions that fail to adequately manage [third-party] relation-
ships may be viewed as facilitating a payment processor’s or mer-
chant client’s . . . unlawful activity and, thus, may be liable for 
such acts or practices.”52  Given the pseudonymous nature of Bit-
coin payments53 it is difficult for banks to determine whether any 
of the payments made by its Bitcoin customers are illegal.  Thus, 
in the near-term, it seems likely that banks will continue to avoid 
Bitcoin.

V.	  Investment Law
The most frequently asked question about Bitcoin is probably 

whether buying bitcoins will make you rich.54  The price volatility 
of bitcoins offers the potential for both massive returns and mas-
sive losses.  In January 2013, a single bitcoin traded for less than 
$20.  At some points, a single bitcoin has traded for more than 
$1,000.  Now (December 2014), that bitcoin is worth around 
$375.55

The Securities and Exchanges Commission (SEC) warns 
would-be investors that Bitcoin is risky.  Investments related to 
Bitcoin “may have a heightened risk of fraud.”56  The SEC has 
already charged one person for running a Ponzi scheme that pur-
ported to be investing in bitcoins.57  The SEC also warns that 
“fraudsters and promoters of high-risk investment schemes may 
target Bitcoin users.”58  In one instance “the SEC suspended trad-
ing in the securities of Imogo Mobile Technologies because of 
questions about the accuracy and adequacy of publicly dissemi-
nated information about the company’s business, revenue and 
assets.”59  Some of Imogo’s information related to its reported de-
velopment of a mobile Bitcoin platform.  Finally, the SEC warns 
that “[i]f fraud or theft results in you or your investment losing 
bitcoins, you may have limited recovery options.  Third-party wal-
let services, payment processors and Bitcoin exchanges that play 
important roles in the use of bitcoins may be unregulated or op-
erating unlawfully.”60

So far the SEC’s Bitcoin-related warnings and actions involve 
rather straightforward application of securities laws:  if you cre-
ate an investment product or company that involves bitcoins or 
Bitcoin-related products, you cannot entice investors by lying 

about what you are doing.  The SEC’s en-
forcement has not focused on the agency’s 
authority to regulate Bitcoin directly.

Could the SEC directly regulate Bit-
coin as a “security”?  The answer, according 
to SEC Chairman Mary Jo White, is a defi-
nite maybe.  She has stated that “[w]hether 
a virtual currency is a security under the 
federal securities laws, and therefore subject 
to our regulation, is dependent on the par-
ticular facts and circumstances at issue.”61

  Perhaps the strongest regulatory hook 
for the SEC is a category of securities called 
“investment contracts.”   The Securities Act 
of 1933 gives the SEC regulatory author-
ity over “investment contracts”62 —a phrase 
that is both “vague and broad.”63  In SEC v. 
W.J. Howey Company, the Supreme Court 
established a three part test for investment 
contracts.64  According to Howey an invest-
ment contract is any contract, transaction, 
or scheme involving (1) an investment of 
money, (2) in a common enterprise, (3) 
with the expectation that profits will be de-

rived from the efforts of another person.65  Commentary is mixed 
as to whether virtual currencies satisfy the Howey factors.66  

Like the SEC, the Commodity Futures Trading Commission 
(CFTC) views Bitcoin as risky.  CFTC Commissioner Bart Chil-
ton called Bitcoin a “shadow currency” and potential “house of 
cards.”67  CFTC is exploring the extent of its jurisdiction over Bit-
coin.68  So far, the only items the CFTC has clearly declared within 
its realm of authority are derivatives of bitcoins, like futures and 
swaps.  TeraExchange recently launched the first CFTC-registered 
swap execution facility for bitcoins.69  

Thus, while it is clear that the SEC and CFTC believe that 
Bitcoin is risky, it is not clear whether securities or futures laws 
apply directly to bitcoins or other virtual currencies.

VI.	  Consumer Protection
What about other consumer protections for users of virtual 

currency?  Federal law protects consumers who make payments 
electronically, by debit card, and by credit card.  If a consumer’s 
payment information is stolen and used by a thief to make unau-
thorized payments, the consumer is typically on the hook for at 
most fifty dollars.70  This is true even if the customer’s own neg-
ligence caused the payment information to be stolen in the first 
place.  Furthermore, in some circumstances, a consumer who pays 
by credit card can have charges removed from her account simply 
because a seller did not deliver goods or services as promised.71  
In sum, electronic payments, debit cards, and credit cards all use 
systems that allow charges to be reversed, and federal law protects 
consumers by specifying when banks must grant reversals.

It is unlikely that any of the existing federal payment pro-
tections apply to Bitcoin payments.  The Truth in Lending Act’s 
protections extend only to credit card payments.72  Credit cards 
are defined as “any card, plate, coupon book or other credit device 
existing for the purpose of obtaining money, property, labor, or 
services on credit.”73  But bitcoins are not credit devices.74  Pay-
ment in bitcoins satisfies the obligation immediately; the buyer is 
not promising to pay later.

The Electronic Fund Transfers Act is similarly inapplicable 
to Bitcoin payments.  The Act protects “any transfer of funds . . . 
which is initiated through an electronic terminal, telephonic in-
strument, or computer or magnetic tape so as to order, instruct, 
or authorize a financial institution to debit or credit an account.”75  
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But payment in bitcoins (or other virtual currencies) is not made 
through financial institutions.76  Thus, the Electronic Fund Trans-
fers Act does not apply.  

Moreover, Bitcoin was created specifically with the idea that 
payments cannot be reversed.  On the topic of consumer protec-
tion, Bitcoin’s core developers note that “Bitcoin is freeing people 
to transact on their own terms.”77  They explain:

[W]hile merchants usually depend on their public repu-
tation to remain in businesses and pay their employees, 
they don’t have access to the same level of information 
when dealing with new consumers.  The way Bitcoin 
works allows both individuals and business to be pro-
tected against fraudulent chargebacks . . . .78

In other words, Bitcoin does not contain a mechanism for revers-
ing wholly fraudulent transactions.  In the event a seller does not 
deliver the promised goods or services, the payment cannot ordi-
narily be reversed without the seller’s cooperation.  Bitcoin does 
leave “public proof that a transaction [took] place, which can po-
tentially be used in a recourse against businesses with fraudulent 
practices.”79  But any such recourse, is likely more difficult than 
the current procedures for reversing credit card payments. 

It is possible the technological innovations could provide Bit-
coin users some or all of the protections currently offered credit 
and debit card users.  Bitcoin’s protocol can allow transactions to 
be processed only after authorized by multiple signatures.  This 
allows for the possibility of a third party provided escrow-like 
service.  “Such services could allow a third party to approve or 

reject a transaction in 
case of disagreement 
between the other 
parties without having 
control on [sic] their 
money.”80  But buyers 
and sellers would have 
to opt into any escrow 
service.  Unlike the 
protections offered by 
the Truth in Lending 
Act and the Electronic 
Fund Transfers Act, 

multiple signature authenticantion would not be an automatic 
part of any transaction.

While federal regulations do not currently provide significant 
protections for virtual currency users, federal consumer watchdogs 
are eyeing Bitcoin suspiciously.  A Government Accountability 
Office Report in June 2014 noted “emerging consumer protection 
issues” in virtual currencies, and recommended the Consumer Fi-
nancial Protection Bureau (CFPB) collaborate with other federal 
regulators in devising ways to regulate virtual currencies.81   The 
report noted that the CFPB “has authority to issue and revise 
regulations that implement federal consumer financial protection 
laws, including the Electronic Fund Transfer Act.”82  In August 
2014, the CFPB issued a consumer advisory warning of the dangers 
of virtual currencies.  Among other things, the CFPB warns that 
“[i]f you trust someone else to hold your virtual currencies and 
something goes wrong, that company may not offer you the kind 
of help you expect from a bank or debit or credit card provider.”83  
The CFPC encourages consumers who “encounter a problem with 
virtual currency or a virtual currency company” to submit an on-
line complaint to the CFPB.84  What exactly the CFPB will do 
with virtual currency complaints, remains to be seen.

Finally, to the extent that Bitcoin is just a new-fangled hook 
for old-fashioned fraud, existing consumer protection laws apply.  
For example, a federal district court, at the request of the Federal 
Trade Commission (FTC), issued a temporary restraining order 

against Butterfly Labs, a business that purportedly built comput-
ers for bitcoin mining.85  The FTC complained that Butterfly Labs 
collected customer money, but failed to produce the computers as 
promised.86  Regardless of the technology or product being sold, 
deceptive or misleading practices are punishable.    

VII.	   Conclusion
This discussion of virtual currencies is meant as an introduc-

tion.  Additional legal questions involving virtual currencies are 
already percolating,87 and new questions are likely to arise.

In spite of legal uncertainty, Bitcoin enthusiasts claim the 
currency is less costly and less vulnerable to inflationary pres-
sures.88  But not everyone is a fan.  Warren Buffet’s business part-
ner, Charles Munger, once described Bitcoin as “rat poison.”89  

One thing, however, is clear: virtual currencies are on the 
frontier of current payment systems technology.  Most existing 
law did not contemplate the existence of virtual currencies.  As 
consumers explore virtual currencies, the law will have to adjust 
and adapt.  
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