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I
dentity theft does pay, and it pays well.  Recent surveys 
indicate that identity theft is one of the fastest-growing 
crimes in the United States, affecting millions of 
Americans each year.1  In response to the proliferation of 
identity theft, the Texas and federal governments recently 

enacted provisions to assist victims of identity theft.2  This 
article briefl y reviews these new laws and provides information 
to attorneys on counseling identity theft victims.

I. Identity Theft: What It Is and How It Happens

 Identity theft is the fraudulent use of another person’s 
identity or credit history for fi nancial gain.3 Some of the most 
common types of identity theft include:

•   using or opening a credit card account 
fraudulently,

•   opening a telecommunications or utility 
account fraudulently,

• using or opening a bank account fraudulently 
(including passing bad checks), and

•   obtaining loans in another person’s name or by 
using another person’s credit history.4

Common warning signs of identity theft include:
•   credit card statements showing purchases the 

consumer did not make,
• credit card statements for cards the consumer 

did not seek,
•   missing checks,
•  bank and credit card statements that arrive 

later than normal, and
•   being rejected for a loan or credit card when the 

consumer’s credit history should support it.5
 There are a variety of means by which identity theft is 
accomplished.  Among the more common methods 
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 Identity theft exacts a tremendous toll on American 
consumers.  In addition to the cost in both money and time 
to its victims, estimates place the annual cost to American 
business in the billions of dollars.9  This cost, like any signifi cant 
cost in a marketplace economy, is eventually passed back to 
consumers.

II.  New Identity Theft Provisions:  Texas Law

 Effective September 1, 2003, Texas has new provisions 
designed to assist victims of identity theft.10  Texas is now one 
of a handful of states that permit identity theft victims to block 
access to their credit reports unless they personally unlock 
the reports by contacting the credit bureaus and providing 
a personal code or password.  This is accomplished by two 
statutory creations, the security alert and security freeze.11

A. The Texas Security Alert
 The purpose of the Security Alert is to assist 
consumers who believe, but are not certain, that they have 
been the victims of identity theft.  A Texas consumer may 
request, either in writing or by telephone (and upon providing 
proper identifi cation), that a temporary security alert be placed 
on the consumer’s fi le not later than twenty-four hours after 
the consumer reporting agency receives the request.12  This 
security alert must remain in effect for at least forty-fi ve days.13

At the end of the temporary alert period, and upon request by 
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the consumer, the consumer reporting agency 
must provide the consumer with a copy of the 
consumer’s fi le.  A consumer may in connection 
with requesting the security alert provide a 
telephone number to be used by persons to 
verify the consumer’s identity before entering 
into transactions with that consumer.14  Upon 
placement of a security alert, the consumer 
reporting agency is required to notify all 

the investigation of fraud, and other 
limited circumstances.32  
 All consumer reporting 
agencies are required to honor a 
security freeze placed by another 
consumer reporting agency.33  Perhaps 
most important to practitioners is the 
fact that any  violation of the security 
alert or security freeze provisions is now 
deemed a deceptive trade practice and 
is actionable under the Texas Deceptive 
Trade Practices Act.34

III. New Identity Theft Provisions: 
Federal Law

 The Fair Credit Reporting Act 
(known as the FCRA) was enacted in 
the 1970’s, and was designed to regulate 
consumer credit reporting.35  In 2003, 
the FCRA was amended by the Fair 
and Accurate Credit Transactions Act 
(often referred to as the FACT Act 
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persons requesting the consumer’s report of the security 
alert, and include the verifi cation telephone number if it 
has been provided by the consumer.15

Consumer reporting agencies are now required 
to maintain a toll-free telephone number for the purpose 
of fi elding security alert requests; this telephone number 
must be answered during normal business hours and have 
an automated answering system after normal business 
hours.16  Consumer calls taken after hours must be returned 
the following business day.17  

B. The Texas Security Freeze18

 Texas law also permits placement of a security 
freeze on a consumer fi le.19  This procedure, however, is 
available only to consumers who can establish that they 
have been the victims of identity theft.20  A security freeze 
request must be made by certifi ed mail, and must include both 
proper identifi cation and a valid police or investigative report 
establishing an actual identity theft. 21  Within fi ve business 
days after receipt of such a request, a consumer reporting 
agency is required to place a security freeze on the consumer’s 
fi le.22  The consumer reporting agency also must disclose to the 
consumer the process of placing, removing, and temporarily 
lifting that security freeze, and the process for allowing access 
to information from the consumer’s fi le to a particular requester 
while the security freeze is in effect.23  
 A consumer reporting agency must send written 
confi rmation of the security freeze to the consumer and 
provide a unique code or password to authorize removal or 
temporary lifting of the security freeze within ten business days 
of receiving a consumer’s proper request.24  A consumer may 
then request and obtain a replacement code or password.25

A consumer reporting agency may impose a modest fee for 
placing a security freeze.26    
 Once a security freeze is in effect, a consumer reporting 
agency must notify the consumer of any material change to 
the consumer’s name, date of birth, social security number, or 
address within thirty calendar days of making the change.27

The consumer reporting agency must also notify all persons 
requesting the consumer’s report that the security freeze is in 
effect.28  After obtaining a security freeze, the consumer may 
have it removed or temporarily lifted for a specifi ed period of 
time or certain requestor.29  The consumer reporting agency 
may not charge the consumer for doing so.30  A consumer 
reporting agency is required to remove any security freeze 
placed as the result of a consumer’s material misrepresentation, 
but must notify the consumer in writing prior to doing so.31  
 There are a number of exemptions from the security 
freeze provision, including consumer reports provided to 
governmental entities under a subpoena or court order, furnished 
to child support agencies in connection with collection of 
child support, requested by the comptroller or a tax assessor 
in connection with attempts to collect delinquent taxes, a 
person prescreening under the Fair Credit Reporting Act, or 
a person with whom the consumer already has an account or 
contract (so long as the request is made in connection with 
that existing contract or account), certain situations involving 

or FACTA).36  A number of these 2003 amendments were 
designed to assist the victims of identity theft.37  Most FACTA 
provisions were effective as of December 1, 2004.38

 Under FACTA, a consumer may require that a 
consumer reporting agency place a fraud alert on the consumer’s 
fi le, which the agency must then report to other consumer 
reporting agencies.39  The alert notifi es users of consumer 
reports not to extend or increase credit without fi rst taking 
steps suffi cient to verify the consumer’s identity.40  Additionally, 
furnishers of credit information must have reasonable 
procedures in place to respond to notice of information 
blocked due to identity theft, and if furnished with an identity 
theft report must stop furnishing that information.41  There are 
two primary types of fraud alerts under FACTA, known as an 
initial “one-call” alert and an extended fraud alert.42

A. The Initial “One-Call” Alert43

 A consumer who suspects in good faith that the 
consumer has been or is about to become the victim of identity 
theft may direct a consumer reporting agency to include a fraud 
alert in the consumer’s fi le. 44  This fraud alert must be provided 
to anyone obtaining the consumer’s fi le for a period of not less 
than ninety days, unless the consumer requests its removal 
during that period.  The initial fraud alert is termed a “one-
call” alert because the consumer reporting agency receiving 
it is required to convey it to the other consumer reporting 
agencies.  The consumer may also in this circumstance obtain 
a free copy of the credit report.45 Like the Texas Security Alert, 
this alert is designed for individuals who believe, but are not 
certain, that they have been the victims of identity theft.

B. The Extended Fraud Alert46

 An extended fraud alert is available to a consumer 
who submits an actual identity theft report.47  Unlike the initial 
alert, an extended fraud alert is available only to persons who 
are certain they have been the victims of identity theft.  To 
obtain the extended fraud alert, a consumer must fi le an offi cial 
identity theft report with a law enforcement agency.
 An extended fraud alert remains active in the 
consumer’s fi le for a period of seven years, unless the consumer 
requests that it be removed during that period.48  During the 
fi rst fi ve years of this period, the consumer reporting agency 
is prohibited from including the consumer on any list of 
consumers provided to a third party offering credit or insurance 
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to the consumer as part of a transaction not initiated by the 
consumer.49  Again, the consumer reporting agency is required 
to convey the existence of the extended fraud alert to the other 
consumer reporting agencies, and the consumer is entitled to 
obtain copies of the consumer’s credit report free of charge.50

Consumers are entitled to two free copies of their credit reports 
each year if they have placed a fraud alert on their accounts 
during the preceding 12-month period.51

 Under FACTA, identity theft victims are entitled 
to obtain from businesses a copy of the application or other 
business transaction records relating to their identity theft 
free of charge.52  Businesses must provide these records within 
30 days of receiving a consumer request.53  The business may, 
prior to providing the records, require proof of the consumer’s 
identity and a police report and completed affi davit establishing 
the identity theft.54  A business may refuse to provide records 
if it determines in good faith that the FCRA does not require 
disclosure, or it does not have a high degree of confi dence in 
knowing the requestor is actually the named consumer.55

 One of the more signifi cant changes under FACTA is 
that for the fi rst time, consumers are permitted to dispute the 
accuracy of information directly with furnishers.56  They may 
fi le identity theft claims with furnishers to prevent them from 
reporting the information.57  This right appears at present, 
however, to be largely illusory because these provisions are not 
enforceable by a private cause of action.58  

IV. Protecting Clients from Identity Theft

 Like other businesses and professionals who have 
access to or maintain personal information of customers and 
clients, attorneys must be cognizant of the need to protect this 
information.  Some of the steps attorneys can take to protect 
client information include:

• collecting client personal information only 
where it is necessary to the retention,

• restricting access to client personal 
information to those who need it,

• storing client fi les in a secure area where 
outside vendors and others do not have 
access,

• never leaving client information sitting on 
desks overnight,

• never disclosing client information to others 
unless authorized by law and absolutely 
necessary,

• wherever possible, avoiding disclosure 
of client information in public fi lings; if 
fi nancial information must be disclosed (i.e. 
divorce decrees), provide the least amount 
of information necessary to effect the legal 
end, 

• shredding drafts of instruments containing 
client personal information that do not need 
to be maintained,

• protecting and regularly changing computer 
passwords, and

• shredding all documents to be discarded that 
contain client personal information.

V.  Counseling Identity Theft Victims

 Regardless of the precautions taken by attorneys 
and consumers, identity theft will continue to occur for the 
foreseeable future.  There are a number of steps that identity 

theft victims should take immediately in order to protect 
themselves and minimize potential losses.

(1) The identity theft victim should fi le a report with 
the local police or police in the location where the 
identity theft occurred immediately upon becoming 
aware of the theft.  The victim should then obtain 
the police report number or a copy of the police report 
(as it will be required to obtain the Security Freeze 
and Extended Fraud Alert, and some companies may 
require it to process a notice of identity theft).
(2) The victim should obtain and complete a copy 
of the Federal Trade Commission Identity Theft 
Affi davit.59  The Affi davit is accepted by the three 
major credit bureaus, participating credit issuers, and 
most major fi nancial institutions.
(3) The victim should contact the fraud departments 
of all three major credit bureaus.60  The victim should 
have a fraud alert placed on the account and direct that 
no new credit be extended without personal telephone 
approval.  The credit bureaus should automatically 
send a copy of the credit report, but the victim should  
still request one.  If there is only a suspicion of identity 
theft, the victim should request a temporary alert.  If 
the identity theft is certain, the victim should request 
an extended alert.  In either event, the victim should 
specifi cally request that a Texas Security Freeze be 
placed on the credit account.61  
(4) If another person is arrested and falsely uses 
the victim’s name or personal information, this 
information may be expunged by contacting the 
Texas Department of Public Safety.62

(5) For any accounts that have been fraudulently 
accessed or opened, the victim should:
• contact the security department of the appropriate 

creditor or institution;
• close the account (and perhaps all accounts);
• if necessary, open new accounts; 
• use passwords to access those accounts (not a 

maiden name or SSN);
• where appropriate, request that they cease 

reporting the information.
(6) The victim should fi le a complaint with the 

Federal Trade Commission, which maintains 
a database of identity theft cases used by law 
enforcement agencies.63

VI.  Conclusion
 Identity theft is likely to remain a profi table criminal 
enterprise for some time.  By utilizing new procedures available 
under Texas and federal law, however, consumers will be better 
able to minimize the effects of identity theft on their credit 
ratings, limit their fi nancial losses, and reduce the amount of 
time they spend dealing with these problems.   
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